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Abstract of the contribution: This discussion paper elaborates on the necessary steps to be taken in order to guarantee the proper usage of the AF specific UE ID
1.
Discussion
In SA2#155 the incoming liaison from SA3 in S2-2302201 pointed out that the following NOTE in clause 5.20 of TS 23.501 was not needed anymore since SA3 never specified the AF specific identifier:

“NOTE 2:
How to enforce that the AF specific UE Identifier is different for different AFs is defined in TS 33.501 [29].”
Because of that, proposals to remove the note in TS 23.501 were submitted (see S2-2303270 and S2-2303013). Simply removing the above-mentioned NOTE however would leave unsolved the issue of how to enforce the proper usage of the AF specific UE ID by the AF.
When the exposure of the AF specific UE ID was introduced in Rel-17 the understanding was that:
1.
The AF specific UE ID must be, as the name says, per-AF specific. That means that when an AF requests the identifier for a given UE, such identifier must be unique for the UE/AF pair. 

2.
Only the AF associated with the AF specific UE ID must be able to use it. This was to ensure that no other AF was able to (mis)use this AF specific UE ID to obtain information from the network, e.g., track the UE’s location even though not authorized to do so.
While the former is addressed by the way the AF specific UE ID is defined and generated, the latter is still unsolved. During SA2#155 some companies claimed that this problem can be solved by mechanisms implemented in the NEF: essentially, when the UDM generates the AF specific UE ID it forwards it to the NEF which, in turns, forwards it to the AF. At that time the NEF can locally store the UE ID/AF ID mapping and use it later to police any later AF request using the AF specific UE ID. However, this approach would not always work for the following reasons:

1.
The AF specific UE ID can in certain cases be provided to the AF via configuration. In that case, the NEF cannot be populated with the UE ID/AF ID mapping, and it cannot be used to police later AF requests.

2.
Even if the NEF providing the AF specific UE ID to the AF populates a local table with the AF specific UE ID/AF ID mapping, another AF may later use it via another NEF. Similarly to bullet 1, the new NEF would not have any AF specific UE ID/AF ID mapping that it can use to police the later AF request.

3.
Similarly to bullet 1 but differently from bullet 2, another AF could use the previously generated AF specific UE ID directly via the PCF (without any NEF involvement). In this case too, there is no way for the NEF to police the request of the new AF, even if it stored the AF ID/AF specific UE ID mapping, because the NEF would not be involved in the interaction between AF and CN.
To address the scenarios above, the following two options are proposed:

Option 1 – Verification in PCF/NEF based on query to UDM.

This option does not assume that the PCF/NEF is configured with the mapping between AF specific UE IDs and AF IDs. On the contrary, the PCF/NEF, when needed, queries the UDM to verify that a certain AF specific UE ID/AF ID pair is valid. More in detail:

1.
The UDM exposes a new service for verification of the usage of the AF specific UE ID;

2.
The PCF and the NEF can use the new UDM service to verify that a certain AF can use a certain AF specific UE ID when this AF injects the AF specific UE ID;
3.
If the verification is successful, then the PCF/NEF allows the initiated procedure to continue; if not, it rejects the AF request.

This approach requires both a CR vs. TS 23.501 and a CR vs. TS 23.502 due to the new interaction between PCF/NEF and UDM.
Option 2 – Verification in PCF/NEF based on configuration.

Since the AF specific UE identifier is exposed as a GPSI in the form of an External Identifier, each AF specific UE identifier can be represented as concatenation of a local identifier and of a domain identifier. As reported in TS 23.003 clause 19.7.2:

An example of an External Identifier is:

Local Identifier in use: "123456789";

Domain Identifier = "domain.com";

Which gives the External Identifier as:

123456789@domain.com
For Option 1 it is assumed the following:

Assumption 1: each PCF and NEF of the PLMN is configured with the mapping between the domain identifier of each AF specific UE ID and the associated AF ID. In other words, each PCF and NEF of the PLMN knows which domain is associated Application Function. 
With this assumption, this option proposes that the PCF/NEF monitors that each request coming from a given AF that injects an AF specific UE ID including only an AF specific UE ID that is effectively associated to that AF.
This approach requires only a CR vs. TS 23.501 since it does not need new signaling.
2.
Proposal
It is proposed to agree the CRs vs. TS 23.501 and TS 23.502 captured in S2-2304215/6 and S2-2304217/8 associated with Option 1. If Option 1 (i.e., option based on interaction with UDM) cannot be agreed, it is proposed to agree the CRs vs TS 23.501 captured in S2-2304219/20 which implements Option 2 (i.e., configuration-based option).
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